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SYSTEM FOR DATA PROCESSING A SECURITY CRITICAL ACTIVITY 
TECHNICAL AREA 

The present invention relates to a system for data processing a security critical activity 
in a secure management mode in a computer^ which computer comprises a processor, 
handling devices, memory storage means, hereafter named resources. 

BACKGROUND OF THE INVENTION 

Advances in computer and communications technology have increased the flow of 
information between and within computer networks. This ability to communicate 
between computers and networks has also made it possible to develop a wide variety 
of services that can be performed from your own personal computer. Such services 
may for example be mailing, home shopping, home banking etc. Many of these 
sendees comprise security critical activities that have to be performed when the 
computer is on-line, such as transferring money through Internet. 

Performing such security critical activiiics, is of course a security risk, since also 
potential intruders can listen to and/or compromise these security critical activities, by 
breaking into the computer. One of the reasons for this is that the operating systems 
of personal computers were not designed with security in mind, since they were 
personal and without connections to any network. Thus, it is easy to use malicious 
code, Trojan horses or the like to compromise the operating system of a personal 
computer and tho-eby the security critical activities executed thereon. Also more 
secure operating systems, such as Unix, may be compromised with a relatively small 
eflfort. Today there is no commo-cial operating system that protects the user from 
Trojan horses. 

To increase the security of the operating system there has been suggested to provide 
firewalls between the local network and the public available networks open to any 
intruders. Such firewalls filter the communication between the local network and the 
outside world by only allowing certain selected services to pass through. If other 
services are requested the passing through the firewall will only be enabled if a valid 
password is presented. The communication then eventually reaches either a personal 



11 JPiN '99 17:02 ^JfiNN PfiTENTBYRft PB * ^-^ 




^Hkf^^^TENTBYRP PB 

Ink, t Patert- och reg.verkel 
1999 -01- 1 1 

HuvudhscBn Kosson 

computer or a server computer inside the local network. This safety measure wiU of 
course increase the security, but will still not guarantee that the security critical 
activities are performed the way the user initially intended. Vulnerabilities in the 
implementation of the allowed, non-filtered, services may allow an intruder to intrude 
S into the personal computer. 

Another possible security measurement is to insert security mechaiusms in the 
operating system, like requiring passwords for access to certain services. 

10 The main reason why the above security mechanism* are not totally safe is tiiat tiiey 
are software based. Since software always contains bugs, it is conuptible, and may 
therefore be compromised by exploited security holes, malicious code, resident Trojan 
horse software etc. Software based security sohitions are also too brittle, i.e. if the 
operating system security is compromised all data and all applications that are 

13 executed thereon will also be compromised. 

One different, but similar approach to increase the operating system security is to 
build a so called multi level secure (MLS) operating system. Such systems label 
objects and subjects according to a security classification, and define rules for how 

20 information is allowed to flow through tiie system. The classification of diffisrent 
security levels and the record keeping of which users that have access to different 
security levels and objects is very time consuming to maintain. Furthermore, 
conventional personal computer appUcationa are not compatible witii the operating 
systems of the MLS system, and all applications have to be tailor-made for the MLS 

25 system. This is of course very costiy. 

A method for performing or executing security critical activities in a computer is 
disclosed in WO 98/19243 with the same inventor as for the present invention, which 
document is hereby incorporated for refierence. The system comprises a security 
30 device to be connected to the communications means of a personal computer, like a 
serial port or the PCI bus. The security device comprises a processor, memory and 
crypto means. Certain sdected 10 devices of the computer, sudi as the screen, 
keyboard, mouse and smart card reader are provided with switches and crypto means, 
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During nonnal activity (nomal mode) the security device is not active and the 
computer functions as nonnal. The presence of the security device and the switching 
and crypto means are transparent to the computer. 



5 When a security critical activity is initiated by a signal from the computer processor, 
the computer is switched to secure management mode. The security device gains 
control over the selected user lO devices through the switchij^g and crypto means and 
shuts out the computer processor from access. The execution of the security critical 
activity is tranferred to the security device and executed there with proper user 

10 involvement. Data is protected from the computer processor during transfer between 
the security device and the user 10 devices. 

The security device must be constructed so that the execution of the security critical 
activity can be performed securely without any possibility for the computer processor 
15 to compromise the execution. The above described system accomplishes this by 

having a separate processor, separate program memory, separate data memory and 
several other devices and controllers separate. 

Unfortxmately, this is an expensive solution, since so many fimctional circuits need to 
20 be duplicated. It would be preferable if for example access to a part of the existing PC 
memory could be divided ofiFfor the security device. This would be a major cost 
benefit, since suitable memory circuits usually only are provided in large sizes. This 
would also allow for flexibility, since the security device could divide off as much 
memory from the large PC-memory as needed for the security activity. 

25 

There are several other resources in a PC which could be divided off from the PC's 
normal control and usage, for protected usage by the security device; devices in 
specific slots on the PCI bus or the ISA bus, whole storage devices or sectors on 
storage devices ort a IDE bus» logical devices on an USB bus. 

30 

It is important for the seciirity of the security device to minimize the number of 
hardware mechanisms both the computer processor and the security device can 
control since unexpected and dangerous interactions might be performed by the 



computer processor. On the other hand, we clearly see the cost benefit arising from 
the ability for protected usage by the security device of existing PC resources. The 
presence of the security device should also cause minimal changes to the computer 
processor's normal mode, for compatibility reasons, 

5 

SUMMARY OF THE INVENTION 

The object of the invention is to provide a system for performing security critical 
activities in a safe way according to the method described above in a cost effective 
way utilising many of the memory means and lO devices present in a personal 
10 computer. 

According to one aspect of the invention this is achieved with a system according to 
the preamble, comprising a security device comprising a processor and signal 
generators, a number of control means, hereafter named switches, with signal 

15 receivers arranged respectively between the security device and the pre-selected 

resources, that the switches contain information regarding accessibility to and from 
the resources, or parts of the resources, hereafter named resource ranges, wherein the 
switch controls requests from the computer processor to the resources or resource 
ranges depending on the information contained in the switch, and wherein, in response 

20 to a call from the computer processor or the handling devices, the switches are 

activated by receiving a signal from the security device, enabling the security device 
access to and from the resources or resource ranges selected by the security device, 
and denying the computer processor access to and from the resources or resource 
ranges selected by the security device. 



25 



According to a further aspect of the invention it is characterised in that the 
information contained in the switches controls other possible processors contained in 
or connected to the computer. 



30 



According to another aspect of the invention, it is characterised in that the security 
device comprises a signal generator, wherein, when a switch receives a signal, 
the security device is able of altering the content of the information of that switch,. 
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According to another aspect of the invention it is characterised in that the information 
in the switch enables the switch to control certain areas of the memory means are 
allocated to be accessed by the processor of the security device only and in that the 
information in the switch enables the switch to control that certain resources are 
accessible by the computer processor when not in secure management mode, and only 
accessible by the security device when in secure management mode. 

According to yet an aspect of the invention it is characterised in that the switch^ are 
hardware switches. 



The advantage with a system according to the invention is that security critical 
activities may be performed securely and utilising the existing memory and device 
means already present in the computer. By arranging switches at certain locations, 
such as connection points to different resources, the fact that the switches contain 

1^ information regarding accessibility from the processors in different situations, and 
controlling the switches by the security device, the security device has full control 
over the computer when a security critical activity is to be performed. At the same 
time, the switches allows the computer processor to gain access to certain resources 
that the security device is not using. The security device can selea the appropriate 

20 resources, i e activate only those switches associated with the resources that are 

needed for the actual operation. The control of the resources by the switches enables 
a configuration where certain memory areas are allocated to the security device only, 
by which it is ensured that no compromised data may never enter the security system. 

25 The security device is also able of altering the information contained in the switches 
depending on the actvities to be performed which allows for a large degree of 
flexibility. 



30 



By using hardware switches, the security system may be buih in "from the start", i e to 
a large extent integrated in the hardware of the computer such as the bridges. In all a 
cost effective and secure system is obtained by the present invention. 
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These and other aspects of and advantages with the present invention will be apparent 
from the detailed description of an embodiment and the patent claims. 



SHORT DESCRIPTION OF DRAWINGS 
5 In the following detailed description of an example of an embodiment reference will 
be made to the accompanied drawings, in which 

shows a block diagram of the architecture of a pcntium pro 
computer, 

of the configuration of a switch comprised in the system 
according to the invention, 

shows an example of memory handling of a main memory in a 
computer accordmg to of the invention, 

shows an example handling a PCI bus according to the invention, and 
shows an example of handling an USB bus according to the invention, 

DETAILED DESCRIPTION OF AN EXAMPLE OF ENfBODlMENT 

In Fig. 1 the reference sign 10 denotes a processor unit. The processor unit is 

equipped with an internal cache memory in a conventional manner. In this respect it is 

20 to be noted that even though one processor unit is depicted on Fig. 1, there could be a 
nximbcr of processors working in parallel. The processor unit is signally connected to 
a host bus 12, To the host bus a Host/PCI Bridge 14 is connected, in some 
applications referred to as the North Bridge. In some applications it may be divided 
into two bridges, referred to as the compatibility and the auxiliary PCI bridges. In that 

25 respect the bridges act as intermediaries m the commimication between the devices on 
different buses and the processor. To the Host/PCI bridge a main DRAM 16 
(Dynamic Random Access Memory) is connected for temporary readAvrite 
instructions to and from the processor unit. The memory is also connected to and 
controlled by two Data Paths 17, which in turn are connected to the Host/PCI Bridge 

30 and the Host bus. 

An AGP connection 18 (Accelerated Graphics Port) is arranged between the 
Host/PCI Bridge and a screen controHo- and a monitor 20. 



Fig. 1 
10 Fig. 2 
Fig. 3 



Fig. 4 
15 Fig. 5 
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A PCI Bus 22 is connected to the Host/PCI Bridge and 10 the PCI Bus an E/ISA 
Bridge 24 is connected, in some ^plications referred to as the South Bridge. To the 
E/ISA Bridge a number of different buses can be connected. In Fig, 1 are shown the 

5 ISA Bus 26 to which a nunober of card slots 28 are connected, which slots may be 
used for sound cards, network cards and the like; the USB Bus 30 to which e g 
keyboard 32, floppy drives 34, mouse 36 and smart card reader 38 are connected; the 
IDE Bus 40 to which e g hard disk drives 42 are connected, and the X Bus 44. In case 
of a multi processor system, i e with more than one processor, a bus 46 is also 

10 arranged between the E/ISA Bus and the processor unit, the APIC Bus (Advanced 
Programmable Interrupt Controller). The function of the APIC Bus is to manage 
interrupt requests from 10 devices to the processors. 

To the PCI Bridge a security device 50 is connected. The security device comprises a 
15 processor 54 capable of performing certain commands, which will be described in 
detail below. A ROM memory 54 is connected to the processor. The security device 
is further provided with signal generators SGa and SGi»m, the function of which will 
be explained below. At certain locations control means, hereafter named switches 60, 
are arranged in the hardware of the computer. According to the invention one switch 
20 is arranged at the connecting point of the main memory to the Host/PCI Bridge. 

Further switches may be arranged at the connection point between the bridges and the 
buses and/or to a number of different devices of the computer such as the graphics 
display card, the keyboard, the hard disk drive an such. Conveniently, the switches 
that are connected to different buses, may be integrated in the bridges. For instance 
25 for a hard disk drive connected to the IDE Bus, the switch is arranged on the E/ISA 
Bridge at the connection of the Bus. 

Figure 2 shows an example of a swhch incorporated in a system. A switch 60 is 
connected to the address and operation lines ADR, OP of a bus. The ADR and OP 
30 linea are fiirther connected to a "director" 68. The switch is further provided with a 
number signal receivers SRa (alter), SRs (source) and SRpm (protection mode). The 
function of the director and the signal receivers will be described below. An 
enable/abort line 66 is arranged between the switch and the director 68. The director 
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is further connected to different resources or resource ranges 74, In this respect it is 
to be noted that the word resources means devices such as the hard disk, keyboard 
and such, and the word resource ranges means for example part of a memory. 

The switch contains a uble T of addresses to the different resources and a comparator 
C whose ftmctions will be described below. The table also contains information 
regarding access to the different resources. 

As an example, the resource could be a memory. If the computer is ninning in normal 
mode, the computer processor is active and the security device processor is passive, 
which is detected by the switch via the signal receiver SRs receiving a source signal. 
When the computer processor requests access to the memory, the addresses are 
checked by the switch and the sources of the request compared with the sources 
signal by the comparator C. There are then two scenarios regarding the access. Either 
some of the memory area, a resource range, is only allocated to the security device as 
specified in the table T, in which the switch then denies the computer processor access 
to these areas, or the computer processor could have access if in normal mode. 
Depending on the requests from the computer processor and the accessibility granted 
by the switch, data and operation signals are directed to and from the requested 
resource or completely denied. 

If a security critical activity is ordered, and the security device requests that the 
system enters a secure management mode, a signal is sent by the security device from 
the signal generator, SGpm to the protection mode signal receiver SI^ of the switch. 
Depending on the information in the switch, access by the computer processor to 
resources controlled by the switch can be withdrawn further when entering into secure 
management mode. These resources will then be solely available to the security device 
processor, according to the information in the switch. The switch controls, in the 
embodiment shown in Fig. 2, the accessibility to the difierent sources 74 with the 
director 68 depending on the requests via the enable/abort line 66. Jn some cases, the 
unit requesting an operation, which is denied by the switch, needs to know that access 
was denied. Therefor, a line 67 is connected between the enable/abort line 66 and the 
operation lines so as to provide infonnation to be sent back to the unit. 




S.9 
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Depending on the security critical activity to be performed, the content of the table T 
of the switch may have to be aHered. It could be either that the security device does 
not need a certain resource for the activity and may allow the computer processor to 
use it, or deny the computer processor access to a resource. In that case, a signal is 
sent from an Alter Signal Generator. SGA of the security device to the Alter Signal 
receiver, SRA of the appropriate switches, together with addresses, operations and 
data. It is to be understood that only the security device is able of changing the 
content of the switch in this way. 



10 



An example of memory access is shown in Fig. 3. Here a switch 60 is connected to 
the RAM controUer function block 80. If in normal mode, the switch fiinctions, 
according to the coment of the table, so as to allow the security device processor to 
access the memory area aUocated only to the security device whUe the rest of the 
15 memory area is accessible by the computer processor. Some memory area, that in 

normal mode is accessible by the computer processor, may be allocated to the security 
device processor only when in protection mode. The switch handles memory requests 
from different sources SC and allows or deniw access according to the mode and 
source, As opposed to the switch of Fig. 2, no director is needed since there is only 
20 one source, the DRAM, and the switch enables or disables access via line 66. 

The same general operation as described above may be obtained with other kinds of 
resources such as the screen controller. In normal mode the computer processor has 
fviU access to the screen controller, but may be denied access completely when in 
25 protection mode, in order to ensure that only "secure" data is shown on the screen. 

In the example shown in Fig. 2 the switch is activated by physically separate signals 
from the SGm and SOa to the SRpm and SR^ respectively, which is easily obtainable 
with multi-line buses. However, physically separate signals via lines might need to be 
30 propagated between differem bus types by controUers like the North and South 
Bridges, for example. These controUers also might need to translate the signal 
between different formats for different buses or packet formats. The 
controllers/translators are preferably arranged at the connecUon point between the 
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PCI bus and the North and South bridges respectively. It is also to be understood that 
they could be arranged in the switches. 

Figure 4 shows an example of a switch controlling the PCI bus 22. In this case the 
switch is a part of the PCI controUer function block 82. The switch is not placed 
between the requesting source and the resource. Instead it "surveys" the PCI bus. If, 
according to the content of the switch, a request for access to a resource is made by a 
source, which is not allowed, the switch generates an "iUegal" signal via the line 84 to 
the bus. thereby denying access for that source. In the same way as above, signals are 
sent by the security dewce to the switch for entering a protection mode or altering the 
contents of the table of the switch. 



Some devices that the security device wishes to control in protection mode may be 
connected to serial buses, such as keyboard, mouse, card reader and such. In those 

15 cases, depending on how the information is transmitted on the bus, the signals from 
the security device may be sent together with the rest of the infonnation. If the 
information is sent in packages containing address, operation and data, one part of the 
package contains the signals to the switch. If on the other hand the information is 
divided into smaller packages "sub packages", i e one package containing addresses, 

20 one package containing data, and so forth, one sub package contains the signals to the 
switch. 

Figure 5 shows an example of a switch 60 controllmg a USB bus. Here the switch is 
arranged between the USB requests and the USB cooUoUer function block 90. 
25 Depending on the requests from the different sources, and the content of the switch 
and the mode, the switch may allow access or send an abort request back to the 
source. 



A further alternative is that a switch is arranged at the connection between for 
example the E/ISA Bridge and the serial bus and functioning in the way described 
above. In this way only one switch is necessary for controlling and enabling/disabling 
access to a number of devices on the bus. depending on the information contained in 
the switch. 
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The switches may also comprise crypto means for encrypting and decrypting data 
from and to the different devices and the processor of the security device, we wiU not 
discuss the case with the communication between the security device and a device is 
protected with ciypto means fUrther. Reference is made to WO 98/19243 for more 
information regarding this. 

During normal operation the main processor has access to and communicates with 
most devices and memories of the computer via the different buses and bridges, i e 
normal mode. During normal operation, the switches control and denies access to the 
resources that are only allocated to the security device, as specified in the switches. 

When a security critical activity is ordered, which could be initiated by the processor 
or an lO device, the security device is activated. Depending on the type of security 
critical activity, certain information and programs are transferred from the ROM of 
the security device to its processor to perform certain tasks before the security critical 
activity commences, i e putting the computer in a secure management mode. Signals 
from SGpM are then generated to those switches that are aflfected by the actual 
security critical activity. 

One example is if the security critical activity requires temporary memory space, a 
PM- signal is sent by tiie security device processor to the switch arranged at the 
connection of the main memory. In order to ensure that information written and read 
in the main memory during the security critical activity is not compromised, a certain 
area of the main memory may be allocated to the processor of the security device 
only. 

A further example is if the security device requires a large program or large volumes 
of infonnation to perform a security critical activity. In tiiat case a switch in the 
connection of for example the IDE bus may be activated. As with the main memoiy, 
certain areas of the hard disk drive may be altocaied to the security device only. This 
measure ensures that the security device only can access and deliver data from and to 
that area of the hard disk drive, ensuring that the information cannot be compromised, 
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According to the invention switches may be built in at suitable locations and for 
different devices, internal as wcU as 10 devices. The switch fiinction may be of 
diflferent types depending on the type of device and function, such as access only by 
5 the security device, as described above, access only by the computer processor or 
access by the security device if the computer is in the secure management mode. 

It is to be noted that even though the computer processor has been mentioned above 
as the main source of requests to different sources, apart from the security device, 

10 there may be other processors in a modem computer since the design of the computer 
tends to be more and more distributed. There may for instance be PCI cards 
containing processors that are able of reading/'writing to any part of the memory. 
Also, the processor unit of the computer may comprise more than one processor, in 
which case it is important that a switch is located at the connecUon between the APIC 

15 bus and the Host/PCI bridge, since the APIC bus handles many interrupt requests. 

It is therefor important that the security device is able of controUing more sources 
than the computer processor in order to prevent an attacker from circumvent the 
security system by changing the content of the operating system of the PCI card. A 

20 funcdon of the security device may be a plug and play fiinction, i e the security device 
locates and identifies all sources connerted to the computer in order to be able to 
control them. In this way, a distributed MMU-like function is obtained, providing a 
greater robustness against security loop holes. However, writing infonnation to the 
switches shaU still only be able to be performed by the security device processor, and 

25 allocation requests of resources have to be sent to the security device processor for 
approval. 

In this respect it is to be noted that the information contained in the different switches, 
such as addresses and accessibiUty by which processor and in which situation is 
30 arranged depending on the actual resource -es that the actual svritch controls. It is 
also to be noted that the security device activates di£Ferent switches to diflferent 
resources depending on the actual security critical activity to be performed. 
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It is obvious that interrupt signals generated by allocated resources are redirected by 
the switch to the security device processor. Support functions such as DMA functions 
and timers are handled in a siniilar way, and thdr operation have in some cases to be 
controlled by a switch function so as to prevent them &om being used by the 
5 computer processor illegally. These problems are well known to a man skilled in the 
art. 

It shall also be noted that the computer configuration described and shown is only an 
example. There may be a wide variety of other configurations and arrangements with 
10 the same fiinction. In that sense it should be understood that the bridges may be one 
and the same, that the computer may or may not have all the different buses 
described, that the screen controller may be connected to the AGP, the ISA or the 
PCI bus, that the keyboard, floppy and mouse may be comiected to other buses such 
as the USB. 

13 
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PATENT CLAIMS 

1 System for data processing a security critical activity in a secure management mode 
ix, a computer, which computer comprises a processor (10). handling devices (20, 28- 
38) memoiy storage means (14. 42). hereafter named resources; 
that the system comprise, a security device (50) comprising a processor (52) and 
signal generators (SG«.. SGO. a number of control means, hereafter named switches 
(60). with signal receivers (SR^ SR«-) arranged respectively between the secunty 
device and the pre-selected resources, 

that the switchc contain information regarding accesaibiUty to and from the 

resources or parts of the resources, hereafter named resource ranges, 

wherein the switch controls requests from the computer processor to the resources or 

resource ranges depending on the infonnation contained in the switch, 

and wherein, in response to a call from the computer processor or the handhng 

devices the switches are activated by receiving a signal (SGm) from the security 

device enabling the security device access to and from the resources or resource 

ranges selected by the security device, and denying the computer processor access to 

and from the resources or resource ranges selected by the security device. 

2. system according to claim 1. c h a r a c t e r i s e d in that the signal (SGpm) can be 
generated only by the security device. 

3 Systemaccordingto claim l.characterisedinthattheinfoimation 
contained in the switches controls access to resource* for requests from other possible 
processors contained in or conneaed to the computer. 

4 Systemaccordingto claim I. char act erisedinthatthesecurity device 
comprises a signal generator (SG^ wherein, when a switch receives a signal (SGa). 
together with new information (addresses, operation, data), the security device is able 
of altering the content of the information of that switch. 

5 systemaccordingtoclaiml.characterisedinthattheswitchescomprisea 
signal receiver (SRs) by which it can detect which source is handling the computer, 
and that the switch compares this with the resource which requests access to a 
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resource or resource range controlled by the witch, and depending on the 
information in the switch, enables or denie* access to that resource. 

6. System according to claim l.characterisedinthatthe information in the 
switch enables the switch to control certain areas of the memory means are allocated 
to be accessed by the processor of the security device only. 

7 . System according to claim l.characterisedin that the infbnnation in the 
switch enables the switch to control that certain resources are accessible by the 
computer processor when not in secure management mode, and only accessible by th 
security device when In secure management mode. 



8. System according to claim l.characterisedin that the switches 
hardware switches. 
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ABSTRACT 

The present invention relates to a system for data processing a security critical activity 
in a secure management mode in a computer, which computer comprises a processor 
(10), handling devices (20, 28-38), memory storage means (14, 42), hereafter named 
resources; that the system comprises a security device (50) comprising a processor 
(52) and signal generators (SGpm, SGa), a number of control means, hereafter named 
switches (60), with signal receivers (SRa, SRpm) arranged respectively between the 
security device and the pre-selected resources, 

that the switches contain information regarding accessibility to and from the 

resources, or parts of the resources, hereafter named resource ranges, 

wherein the switch controls requests from the computer processor to the resources or 

resource ranges depending on the information contained in the switch, 

and wherein, in response to a call from the computer processor or the handling 

devices, the switches are activated by receiving a signal (SGpm) from the security 

device, enabling the security device access to and from the resources or resource 

ranges selected by the security device, and denying the computer processor access to 

and from the resources or resource ranges selected by the security device. 



(Fig- 1) 
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